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ABSTRACT

General Terms

The Millenium Development goals emphasize the need for
building “open, rule-based, predictable and non-discriminatory”
e-governance systems. However, building such open systems
remains a challenge: on the one hand, the systems are required
to be open, whereas, on the other, there is the need to preserve
and protect private and confidential information of potentially
millions of users. This requires that e-governance systems carry
clear specifications of how access to users’ documents are
managed throughout an e-governance application’s workflow.

Security, Standardization

We describe a modular, fine-grained, state-based model that can
form the basis for specifying access control in e-governance
service delivery workflows. The model consists of three layers:
a data store, a workflow layer, and an access control layer
connecting the two. The data store consists of fields and forms.
The workflow is specified as concurrent processes each
representing either a citizen or a government actor. The access
control layer specifies, for each user (process), a view of the
data store as determined by that user’s state in the workflow.
Such modular specifications can guide the implementation and
the verification of e-governance applications. We illustrate our
model with two representative examples from the e-governance
domain and a web-based prototype implementation of one of
them.

Categories and Subject Descriptors
D.2.1 [Software Engineering]: Requirements/
Specifications;
D.4.6 [Operating Systems]: Security and Protection—
Access Controls;
H.4.1 [Information Systems Applications]: Office
Automation—Workflow management;
J.1 [Computer Applications]: Administrative Data
Processing—Government
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1. INTRODUCTION
The right of the citizen to scrutinize and participate in the process
of governing forms the basis for Open Government [32]. The
origins of the concept of Open Government date back to the era
of European Enlightenment [21], whereas the term was formally
introduced in the United States of America [32]. In the past
decade, thanks to the initiatives by various governments, Open
Government is being adopted across the globe. However, most of
the effort till now has been towards publishing static data.
This basic idea of publishing government data and proceedings
however continues to evolve, under the influence of the open
source movement [24]. Open government at its current state
means a government where citizens can not only access data and
proceedings, but also contribute back by becoming participants.
The three modern principles of open government are:
Transparency, Participation and Collaboration [24]. Transparency
forms the basis for open government. It is the principle by which
citizens have access to government processes and actions. This
principle is a part of the law in most countries of the world. For
example, in India, the Right to Information Act (RTI) [20] gives
the public the right to inspect government documents and records.
The principle of participation on the other hand, allows the citizen
to provide input and feedback to a government process.
Collaboration is the principle where a citizen can actively take
part in the government process. Collaboration ranges from the
public being involved in the law making process to citizen-run
community service efforts.
The United Nation’s Millennium Development Goals (MDGs)
[29] also recognize the need for open government. Goal 8
expresses the need for developing “open, rule-based, predictable
and non-discriminatory” systems. In recent years, many
governments in the world have moved towards standardization of
e-governance processes to align themselves with the principles of
open government [28, 31]. However, in order to make this vision
a reality, governments must ensure that specifications of their
process workflows are published and available for scrutiny.
These specifications can then form the basis for verifiable and
auditable implementations. The problem here is close to that fou-

nd in software engineering requirement specifications, where
formal notation is used to describe the required behaviour of an
application with its users and the operating environment. These
specifications are used to build implementations as well as
validate them. In this paper, we approach the problem of
specifying open e-governance applications by modelling them as
service delivery workflows. We consider a government
representative or a citizen as a user in the e-governance
workflow. The principles of Open Government may then be
translated as specific requirements for the workflow.
Transparency for a user in a workflow is simply read access to
certain fields or documents in an e-governance workflow.
Participation is a scenario where the citizen has access to certain
documents such as feedback. Collaboration is similar to
participation, however the citizen would act as an active user in
the workflow, and thus can contribute to the process. Finally, the
specification of the workflow should be made public to enhance
the level of transparency even more.
Open government encourages the citizens to get involved in the
e-governance process, however this also raises the issue of access
control due to the sensitivity of data involved. The users should
have access to view and edit certain data at only specific points
of time, which should be dictated by the e-governance process on
that data. Thus, the rights of an user to access data should depend
on the state of the user with respect to the workflow. This can
help address severe problems such as corruption. For example, in
a tax collection process, a tax collector should never have access
to edit the amount of tax to be paid by the citizen at any step in
the workflow.
There have been many frameworks for modelling e-governance
processes [6, 30, 33, 37], however most of them do not address
the problem of access control. In the area of web systems, there
are several approaches for state based access control, but they
present no theoretical model, e.g. Websphere [1] and Drupal [2].
This approach works for simple workflows, but can lead to state
explosion for large, complex with several users, because the
access is defined on the state of the workflow rather than the state
of a user. Another approach is Privilege State based Access
Control(PSAC) [23], which assigns state to the data for each
user/role. We, on the other hand, use a novel approach of
assigning states to each process, where each process represents a
citizen or a government entity in the workflow. This state is then
used to determine the access of the user and also the government.
Briefly in our model, the access of a user is based on his/her
progress in the workflow.
This paper proposes a layered model of access control so that the
principles of open government may be realized. In our model, the
system state evolves by user interaction. Also, for every user,
access to shared data in the workflow changes with every
interaction. We employ the formalism of CCS (Calculus of
communicating processes) [25] to specify the workflows layer.
CCS is an algebraic specification language and allows workflows
to be specified in a succinct way. CCS, being a formal language
also allows for static and dynamic analysis of such workflows
[13, 16, 43]. The data layer in the model is stored in form of
fields and forms. The view layer connects the data and workflow
by defining permissions on the data for each user state. The view
layer is responsible for access control.
In this section we gave a brief introduction to open government,

workflows and our model. In Section 2, we discuss the model and
also give a brief introduction to CCS. In Section 3, we show via
examples that how this model can be applied to e-governance
applications. Section 4 discusses how our model can be
implemented as a web application. Section 5 discusses related
work. Section 6 concludes the paper with pointers to future work.

2.

THE MODEL

The state based access control model consists of three layers: a
data layer, a process layer to express workflows, and the view
layer. The data layer is the representation of the data in the
database. The process layer is the workflow management system
which uses CCS to specify workflows. The view acts as a layer
between the data and process model. This layer also addresses the
issue of access control. It maps the user state in the workflow to
the data model.

2.1

Data Layer

The model assumes a forms-based document store, thus the data
layer has forms, fields and users. Forms are a collection of fields.
However, fields are not statically assigned to forms by the data
layer. Each field has content associated with it, but field content
is not relevant to access control and is thus not part of this model.
The basic types of the data layer are:
User
Form
Field

:
:
:

TYPE
TYPE
TYPE

The data model operates on a fixed set of users, forms and fields.
users
forms
fields

2.2

:
:
:

set[User]
set[Form]
set[Field]

Process Layer

We use workflows in order to define the process layer. Every
user in the workflow is considered a separate process and has its
own corresponding state with respect to the workflow. The set of
actions available to the user is dependent on that user’s state. For
the specification of such workflows, we employ CCS, which is
introduced below.

2.2.1

Introduction to CCS

We use the Calculus of Communicating Processes (CCS) to
specify workflows for our model. Figure 1 captures the syntax of
CCS. Readers already familiar with CCS may skip this
introduction.
An action is either silent τ, or a send, or a receive on a channel a.
The concurrent composition of processes P and Q is denoted P|Q.
Σiπi.P i denotes the process which upon interacting according to πi
becomes the process Pi. The operators | and + are assumed to be
commutative and associative. However, actions do not distribute
over summations. Thus a.(P + Q) and a.P + a.Q behave
differently.
The dynamics of processes is defined by the basic reduction rules
shown in Figure 2. The first rule, called reaction, allows a
process expression with two concurrent processes a.P + M and
a.Q + N , one with a send capability and the other with a receive
capability to evolve into another pair of concurrent processes

The view can be thought of as every user’s access to the system
at any given workflow-state, which consists of a set of forms,
each with a set of fields and their corresponding permissions.
Formally, we define the view as a function that maps a user’s
state and a form to a set of fields and their permissions. We
formalise this by defining field-view to be a partial map from
fields to Perm. Field-view is defined for a user, and maps a
subset of the system’s fields to their corresponding permissions.
Form-view is a partial map from forms to field-view. Form views
provide a view to a subset of the system’s forms. The user-view
of a user is a total map from the user’s state in the workflow to
form-view.

P|Q.

field-view
form-view
user-view(u)

Note that the alternatives M and N are discarded. The second rule
called “silent action” corresponds to the case when a process
autonomously evolves into another process.

Workflows as interacting processes

We express workflows as a sequence of CCS process definitions,
followed by a process expression which denotes the initial state
of the workflow. A change in state for a user is called a
transition. For every user we list the transitions, this forms the
process definition of that user. The next section shows how this is
done with the help of examples.
We use this formal specification, as it allows for the simulation
of the workflow and can form the basis for a requirement
specification for any vendor interested in implementing the
workflow. Also, this specification can be analysed using various
verification and validation tools available.

2.3

View Layer

The view layer acts as an interface between the data layer, the
process layer and the users. The view layer uses permissions to
control the access of data of all users based on their states. These
permissions are not static in nature, but are determined by the
state of the user in the workflow. This dynamic nature of
permissions forms the core of our model. We consider a user to
have one of these four permissions to a field: neither read nor
write (−−), read only (r−), write only (−w), read and write (rw),
the four combinations of read and write.
Perm :

TYPE

=

{−−, r−, −w, rw}

Another function of the view is to define the form structure
dynamically. In other words, the view determines what fields a
form contains for each user.

fields
Perm
forms
field-view
States(u) → form-view

A user’s view, therefore, maps each state of the user to a subset
of forms, where each form is mapped to a subset of fields which
are in turn mapped to permissions. Note that views are not static;
they are tied to the user’s state in the workflow.
On a change of state a user, the view is completely rebuilt for that
user. However, instead of defining the entire user’s view for each
and every user state, the view may be incrementally updated. An
update changes the system’s view by utilizing the view prior to
the transition, and applying the update associated with the
transition.

3.

2.2.2

:
:
:

EXAMPLES

In this section we discuss our approach with two government
service delivery workflows. The National Knowledge
Commission of India reviews various e-governance efforts and
recommends appropriate reforms for e-governance [28]. The
primary recommendation is for all government processes to be
re-engineered to suit computerization starting with 10-20
important processes and services. Our first example is one such
process, the passport application in India, a workflow which
demands a high level of transparency for the citizen, along with
privacy for the user data. We take another example of a public
grievance portal, a workflow which involves all the three
principles of open government: transparency, participation and
collaboration.

3.1

Passport Application process

Figure 3 presents a considerably simplified version of the
Passport application process in India [19]. There are several
fields in the form to be submitted to apply for the passport,
however for the sake of simplicity we consider only three fields:
Name, Date Of Birth(DOB), and Address. Each of the three
layers of the model are described next.

3.1.1

Process Layer

Figure 4 shows the CCS process specification for this workflow.
This forms the process layer of our model. There are three users
in the workflow: Citizen(c), Passport Office(ppo) and the
police(pol). A citizen in the workflow can be in one of the
following states: filling the form c-filling, waiting for the
response c-waiting and done with the process c-done. Similarly,
the passport officer can be in one of the following states: waiting
for the application from the citizen ppo-waiting, reviewing the
application ppo-reviewing, waiting for police verification ppoverifying and being done ppo-done. The police is in the following

3.1.2

Data Layer

The data model for this layer is given in Figure 6. It stores the
users, forms, fields as well as user-states. For this example, it can
be seen that there is a single form and four fields. Note that
fields are not mapped to forms by the data model. We shall
discuss how this is done later in this section. It can also be seen
that though the states have been incorporated in the data model,
the data layer is disjoint from the process layer.
states: ready for verification pol-ready, verifying the application
pol-verifying and being done with processing pol-done.
This layer maps the entire control flow of the workflow. Figure 5
maps the plain text specification to the CCS based workflow
specification.

3.1.3 View layer
The view connects the data and the workflow layers. The view
layer associates user states with the form view. Figure 7 shows

This model is defined in a way such that an action from a user is
required whenever the user needs to send on a channel. However,
receiving on the channel does not require any action by the user.
For instance, a citizen has to only execute one action, which is to
submit the application. This is shown in Step 2 of Figure 3. The
PPO has to get the application verified by the police and return
the result to the citizen. Note that the PPO can also send an
incomplete application back to the user as many times as
required. Similarly the police has just one action which is to
confirm the application to the PPO, shown in Step 11-12 of the
plain text specification shown in Figure 3.

the view for a citizen corresponding to the citizen’s state. Note
how the data layer i.e., forms and fields are mapped to the user
states with their associated permissions. This change in
permissions with states is how the data-flow is expressed by our
model.
Figures 8 and 9 are the views for the PPO and the police

respectively. It is important to observe that fields are not
duplicated for each user. Instead the view to that field is
dependent on the user’s access to that field, which is a function of
the user state.

3.2

Public Grievance portal

The public grievance portal of India [18] is where any citizen can
file a complaint or raise a grievance with any department of the
government. There are three users involved in this process, the
citizen who files the grievance, the Public Grievance officer
(PGO) who is responsible for the grievance, and the government
department against which the grievance is raised. In this process
the identity of the citizen is hidden from the concerned
government department. Figure 10 gives the specification of this
process in plain text.

3.2.1

Process Layer

Figure 11 shows the CCS process specification for this workflow.
There are three users in the workflow as indicated earlier:
citizen(c), Public Grievance Officer(pgo) and the concerned
government department(gov). A citizen can be in one of the
following states: ready to file a grievance c-ready, waiting for
the response c-waiting and done with the process c-done.
Similarly, the pgo can be in one of the following states: ready to
accept grievances pgo-ready, reviewing the grievance pgoreviewing, waiting for the reply from the government department
pgo-waiting, evaluating the response pgo-evaluating, or finally
done pgo-done. gov can be in one of the following states: ready
for processing the grievance gov-ready, addressing the grievance
gov-addressing, waiting for the pgo, gov-waiting and done govdone.

Figure 12 shows the map from the workflow specification map to
the plain text specification.

3.2.2

Data Layer

The data model can be seen in Figure 13. There are four fields:
name, address, grievance and response. There are two forms:
grievance form and status form.

3.2.3

View layer

Now we define the view layer for this example. The view
associates user states with form view. Figures 14-16 capture the
state-based access control for the citizen, PGO and the
government department respectively.

The citizen uses the grievance form to submit a grievance, while
the status form is used to collect the response from gov and show
it to the citizen. It can be seen that after the process is complete,
that the pgo views all four fields in the grievance form. On the
other hand the citizen views the same fields, however in two
different forms. This is modelled using the dynamic nature of the
view.
There are more key points the may come to the observation of the
reader in this example. For example the view in this model has
been designed in a way such that the government department
against which the grievance has been posted will not know the
identity of the citizen who posted the grievance. This can be seen
in Figure 16, where the view of the government department is
defined such that the department does not have access to the

grievance form. Note that this access of forms and fields is
independent of the data model, but is controlled completely by
the view.
The permission on response for the government department
alternates between read-write and read-only for the govaddressing and gov-waiting states respectively. This is a good
example to show how the state impacts the view of a user.
Another observation is that the field grievance is shared between
both the forms. This is made possible by the delinking of forms
and fields. This behavior can be considered similar to two
different fields linking to the same content.

4. IMPLEMENTATION AS A WEB
BASED APPLICATION
This section discusses a prototype web-based implementation of
the model. This is available on GitHub [4]. The user-view
function of the view is used to determine the list of forms, their
fields and their corresponding permissions. Depending on the
permission of the field, the field is dis- played to the user as
readable, writable or both. A readable field is represented as a
label with its value as the content, a writable field as an empty
input box, and a read-write field as an input box pre-filled with
the content. Note that the view only determines the structure of
the page, the content of these fields is taken from the data layer.
The buttons available to the user are determined by the process
layer based on the transitions available from the current user

state. Each button click instantiates an action, based on which,
the corresponding transition of state takes place.
We use the passport application example discussed in Section 3.1
to introduce the implementation. Figure 17 shows screenshots of
the web application as viewed by the PPO.

al. [6] have pro- posed an architecture for distributed workflow
systems for e-government. They use the Wf-XML protocol, but
again do not investigate access control aspect. Ruth et al. [11]
propose an approach for model driven security for workflows in
e-government. They use UML to specify security requirements.
In India, Wf-Bhulekh [27] is a workflow based application for
land record management. It uses OpenWFE as the workflow
management system.
The remainder of the section focuses on the state of the art work
going on in the fields of workflows and access control outside the
domain of e-governance. We will first talk about other models
used to express workflows and business processes.
Business Process Model and Notation (BPMN)[39, 40] is a
notation for specifying business processes in terms of a Business
process diagram (BPD). It is widely used in the industry to model
business processes. The specifications are formulated as
diagrams and graphs. Business Process Execution Language
(BPEL) [14] is a process specification language which allows for
specifying interactions by using interfaces. The more relevant
WS-BPEL 2.0 (Web services BPEL), is an XML based language
that allows for specifying business processes in terms of web
services [22]. However, WS-BPEL 2.0 does not provide any
support for access control, and it is not possible to add user
behavior to the business process once it is deployed.
Petri nets have also been used to specify workflows for quite
some time [3, 35, 34]. Petrinets use a graphical, state based
approach to model workflows. They have good analysis
techniques available. However, we have not examined the use of
Petrinets for formulating state based access control.

Figure 17(a) shows the ppo-waiting state, when the PPO is
waiting for the citizen’s application. This is an empty form as the
PPO does not have access to any fields at that state. Figure 17(b)
shows the ppo-reviewing state. In this state the PPO has readonly access to the name, dob and add fields, and can either send
the application back by clicking “Incomplete” or send it to the
police by clicking “Verification”. Similarly, Figure 17(c) and (d)
show when the verification is back from the police, and when the
process is done.

5.

RELATED WORK

In the past decade there have been several proposals that adopt
the approach of workflows in e-governance. Punia [33] has
proposed one such model for inter-organizational e-governance
workflows. Punia lists various workflow engines that could be
used, however none of them give the required access control
required in such sensitive processes. Vergindas et al. [37]
introduce a light modelling framework for e-governance service
workflows focused on re-using recurring segments, however this
framework doesn’t provide a concrete model to implement such
workflows, nor does it discuss the issue of access control. Beer et

Now, we shall discuss some of the state of the art models for
access control and security in workflows and business processes.
Role Based Access Control (RBAC) [15] is widely used along
with workflows to model access control. Several such models [8,
9, 10] have been proposed, however all of these models are static
in nature, and in each of them the access control is not related to
the state of the workflow. Workflow Authorization Model
(WAM) [5] and it successor SecureFlow [38] are also some
models which are used, which are again static in nature. Most of
these models are based on petrinets.
SecureBPMN is an implementation for securing BPMN by
Brucker et al. [12]. It extends BPMN with a security language
called SecureBPM which is based on RBAC. It applies Model
driven security to enforce security constraints. Bertino et al. [7]
have introduced RBAC-WS-BPEL which is an extension of WSBPEL added with RBAC and authorization constraints. Wolter et
al. [42, 41] have also proposed a model driven approach to model
security goals along with the business process.
The popular Content Management System, Drupal also provides
a workflow module [36] with functionalities like access control.
In this module workflow states are used that have to be manually
specified, that can lead to state explosion, thereby imposing a
limitation on the number of work- flow states. In our model, we
tie states to individual users, and at any point the state of the
workflow is given by the combination of the states of all the
users. By this, we can easily implement complex workflows with
a large number of states.

6.

CONCLUSION AND FUTURE WORK

We have given a state based access control approach to model egovernance processes to enable the basic principles of open
government. The model uses the process specification to develop
e-governance applications, where the citizen can be part of the
process leading to transparency, participation and collaboration.
This process specification itself is visible to the citizens, thus
increasing the transparency of the process. The specification can
also be verified and validated at run-time, using various analysis
tools available for CCS.
The model introduced in this paper is a simple model that can
form the core of several improvements and extensions. The
concept of roles needs to be added to the model in order to make
it scalable. The model assumes that the workflow does not
depend on the field content; however this may not always be the
case. This model can also be extended with the concept of private
channels defined in π-calculus [26] for security against
eavesdropping attacks. It also leaves out the issue of meta-level
access control that is concerned with granting privileges to design
view specifications. Future extensions should consider
incorporating deadlines, exceptions and timeouts, and their
specification in e-government workflows.

7.
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